EZOfficelnventory Microsoft ADFS SAML
2.0 configuration instruction
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Configuration short summary:
EZOfficeinventory configuration:

identity provider | Microsoft Active Federation Service URL

url
Identity Provider | ----- BEGIN CERTIFICATE-----
Certificate x509 certificate

----- END CERTIFICATE-----
First Name first_name(configurable. Using this for setup)
Last name last_name(configurable. Using this for setup)
Email email_address(configurable. Using this for setup)

Microsoft AD FS 2.0 configuration

display name | {{subdomain}}.ezofficeinventory.com

relying party | https://www.ezofficeinventory.com

identifier

secure hash

algorithm

POST
endpoint

Claim rules

SHA-256

https://{{subdomain}}.ezofficeinventory.com/users/auth/saml/callback

Claim rule name:

Send LDAP attnbutes from AD

Fule termplate: Send LDAR Attributes as Claimz

Attribute store:

Active Directony j

kapping of LOAR attributes bo outgoing claim tepes:

LOAP Attribute | Dutgaing Claim Type

E-Mail-Addre | = || email_address =]

Given-Mame j firzt_riamne ﬂ

Surnarme j lazt_niame ﬂ

E-Mail-&ddiesses v || E-Mail Address |
% =l ]



https://subdomain.ezofficeinventory.com/users/auth/saml/callback
https://www.ezofficeinventory.com/

Claim rule name;

T ransform email fo Mamel D

Fule ternplate: Tranzsform an [ ncaming Claim

Incoming claim type: |E-Mail Addrezs j
Incoming name 10 format: ||_|n3pe,3iﬁe,j j
Outgoing claim ype: |Name D j
Outgaing harne 10 format: IEma“ j

% Pags through all claim values

" Replace an incoming claim value with a different outgoing claim walue

|zoming claim value; I

Outgoing claim value: I Brawse,,. |

" Replace incoming e-mail sufiz claims with & new e-mail suffis

MHew e-mail suffis I

E=ample: fabrikarn.com

Configure SAML settings on https://{{subdomain}}.ezofficeinventory.com

Prerequisites
You must be Company Owner can configure SAML Add On

To set Company Owner:

1. Login to https://{{subdomain}}.ezofficeinventory.com
2. Go to Settings
3. Go to Company Settings -> Company Profile
Find Company Owner field and change the owner to required person:

Note: you will not be able to change yourself back to the owner, so use it with care. In order to
change back the owner new owner should change back this option to your profile.

SAML Add On configuration

1. Login to https://{{subdomain}}.ezofficeinventory.com
2. Go to Settings

3 sohaib bhatti ~

Edit Profile
Settings
Billing

3. Go to Company Settings -> Add Ons
Find SAML Integration Add On and enable it
4. Configure required fields:


https://subdomain.ezofficeinventory.com/
https://subdomain.ezofficeinventory.com/
https://subdomain.ezofficeinventory.com/

Identity Provider URL:

Identity Provider URL:

hitps://adfs materialise_net/adfs/Is

Set to your ADFS URL
To find this option on your ADFS server:

Option 1:

1. Open AD FS management console
2. Go to Serivce -> Endpoints
Search for endpoint type called “SAML 2.0/WS-Federation”

=

=

1 ADFS 2.0

| Service
| Endpaints
| Certificates

| Claim Descripkions

| Trust Relationships

| Claims Provider Trusts
| Relying Party Trusts

| Attribuke Skores

Enabled | Prosy Enabled | URL Fath Type Authentication Tepe | Security
Token Issuance

Yes h'a fadfzdlzd SAaML 2 0585 -Federation Anohyrnols Tranzpar
Mo Mo dfadfsdzervic..  WS-Trust 2005 Windows Meszage
Mo Mo Fadfedzervic...  WS-Trust 2005 Windows Mined

e Yes fadfsfeervic...  WS-Trust 2005 Windowes Transpor

In the URL you can find the path relative to your ADFS root path
In order to get first part of URL
1. Rightclick on AD FS 2.0 and select “Edit Federation Service Properties...”

=N

Add Relving Parky Trust, .,
#dd Claims Provider Trusk, ..
&dd Attribute Stare., .

Edit: Federation Service Properties. ..
Edit: Published Claims

Revoke All Proxies

Provide Feedback.

Wiew k
Mews \Window From Here

Refresh

Help

2. Find “Federation Service identifier” in General tab:



Federation Service Propetrties E

General | Organization | Events |

Federation Service dizplay name:
[r——

Ewxarmple: Fabrikam Federation Service

Federation Service name:
I n

Example; fz.fabrkam.com

Federation Service identifier;
Ihttp: A Yadfz/zervices st

Example: http: /= fabrik.am. comdadfs/services/trust

Wieb S50 litetirme: |4g|:| 3: minutes

] I Cancel Ft o 1 Help

This will be link to the first part of the path. Also make necessary changes If you are using HTTPS

Identity Provider Certificate

Identity Provider Certificate:

MIICSDCCACYgAWIBAGIQEZd
WEQQ3trRFJHmgj+pDANBg W

You need to get public key portion of a token-signing certificate and paste it in this field.
In order to get public key you need to:
Optionl:

Follow instruction: https://technet.microsoft.com/en-us/library/cc737522(v=ws.10).aspx

Select Base-64 encoded X.509 (.CER)

Login Button Text
Login Button Text: (7) Login thru SAML

Just type your text, it will be shown to users on the login page:


https://technet.microsoft.com/en-us/library/cc737522(v=ws.10).aspx

r ~
EZOffice SAML DEMO
Sign in

"f' Login with Google Account

B” Login with Windows Live ID

EI“I Login thru SAML

LoginID *

Password *

Stay Signed In

| Forgot your password? | Privacy Policy

Powered By : EZ0fficelnventory
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First Name, Last Name and Email
Description: In EZOfficelnventory system, since we need to map resources e.g. (assets, stock assets etc)
against users, we need to create them in our end. For us to create the Users, we require the fields.

Q: Do you filter from your side email address domain attribute, for example you accept logins only from
users with an email domain?

A: No. All Users that successfully authenticate through SAML are assumed to be valid users

EZOfficelnventory requires Last Name and Email attributes from SAML configuration.

First Name: first_mame
Last Name: last_name
Email: email_address

You will need next claims which we later define in ADFS:
first_name
last_name



email_address
nameidentifier

Note: nameidentifier claim usually required by every SAML

Note: you can create yours claims with custom names. Make sure that the name defined in
EzOfficelnventory and in ADFS is the same

Note: | did not manage to make it work with AD FS default claims: givenname, surname,
emailaddress, but custom claims above work ok.

Configure Microsoft AD FS 2.0

Create custom claims descriptions
1. Open AD FS management console
2. Go to Service -> Claim Descriptions and click Add Claim Description...
3. Define claim as below:

Add a Claim Description Ed

Y'ou can add a claim description to identify and describe thiz claim for later uge

Dizplay name:

Iemail_address

Claim identifier:

Iemail_addres&l

Example: http: /fechemas. smlzoap. orgdwed 2005405 ident ity claimz/emailaddress

Descriptian:

Fublizh thiz claim description in federation metadata az a claim type that thiz Federation
Service can accept

Publizh thiz claim description in federation metadata az a claim type that this Federation
Service can send

k. I Cancel Help

4. Do the same for first_name and last_name claims

Note: do not “Publish” these claims, if you need to publish them, specify full URL in Claim identifier, for
example: http://schemas.xmlsoap.org/claims/email_address. Otherwise your metadata web-page will stop
to work.

Result should look like this:

Vlécnilpuints Mame | Claim Type | Published .. | Publi.. =
Certificates email_address emall_addrezz Mo Mo

Claim Descriptions firzt_narne first_narne Mo Mo

15t Relationships lazt_narme lazt_name Mo Mo

Create Relying Party
5. Open AD FS management console


http://schemas.xmlsoap.org/claims/email_address

6. Go to Trust Relationships -> Relying Party Trusts and click Add Relying Party Trust...

Step Configuration
Welcome Click Start
Select Data Choose Enter data about the relying party manually
Source ¥ Enter data about the relying party marnually

IJze thiz option to manually input the neceszany data about thiz relwing party organization.
Specify Type your display name, for example: subdomain.ezofficeinventory.com
Display Name

Chose Profile

Choose AD FS 2.0 profile
% ADFS 2.0 profile

Thiz prafile supports relwing parties that are interoperable with new AD FS 2.0 features, such az
zecurty token encrpption and the SAML 2.0 protocol.

Configure
Certificate

Skip this step. Click Next

Configure URL

Select “Enable support for the SAML 2.0 WebSSO protocol.”

“In the Relying party SAML 2.0 SSO service URL:” type “The EZOfficelnventory consume
service url” (you can get it from Add On page SAML Integration addon on
EZOfficelnventory Settings web-page)

This URL will be used to POST responses with ADFS tokens (claims) to the
EZOfficelnventory

It can be found in Federation request as <samlp:AuthnRequest
AssertionConsumerServiceURL

Configure In Relying party trust identifier specify https://www.ezofficeinventory.com

Identifiers If you are not sure about this identifier, then ask EZOfficelnventory support.
It can be found in Federation Request as <saml:Issuer>

Choose Select Permit all users to access this relying party

Issuance

Authorization
Rules

' Pemit all users to access thiz relying party

The izzuance authorization rules will be configured to permit all users o access this relving party. The
relying party service or application may still deny the user access.

Later you can configure what users should have access, if you need.

Read to Add Click Next
Trust
Finish Left this option:

v Open the Edit Claim Rules dialog far thiz reling party trust when the wizard clozes

Click Close

Note: Default Secure has algorithm after rule creation is SHA-256. It is supported by EZOfficelnventory.

If you need to change this go to relying party Properties -> Advanced and change it:



https://www.ezofficeinventory.com/

[ e———e N
. tanitaring I | dentifiers I E nerwption I Signature I
Accepted Claims | Crganization I Endpoints | Motes Advanced

Specify the zecure hazh algorithm o use for this relving party trust,

Secure hazh algorithm;

Configure Claim Rules for Relying Party
After previous wizard has finished you will see new windows where you can edit claim rules.

To access this menu later:

1. Select required relying party trust.
2. Click Edit Claim Rules

On the Issuance Transform Rules tab click Add Rule...
We will need 2 rules:

1* rule to get user attributes from AD

Step Configuration
Choose Select “Send LDAP Attributes as Claims”
Rule Type

Configure | Define name you wish, for example: “Send LDAP attributes from AD”
Claim Rule | Select Active Directory as Attribute store
Configure attributes mapping as below:




Edit Rule - Send LDAP attributes from AD Ed

¥'ou can configure thiz ile bo gend the values of LDAP attributes az claims. Select an attibute ztore from
which to extract LDAR attributes. Specify how the attributes will map to the outgoing claim epes that will be
izzued from the e,

Claim rule name:

Send LDAP attributes fram A0

Rule template: Send LDAR Attibutes as Claims

Attribute ztare;

|.-’-'-.n::ti\-'e Directary j

tapping of LOAF attributes o outgoing claim pes:

| LDAR Attribute | Outgoing Claim Type

E Mailtiddiesses [+ || email_address |

Given-Mame j firzt_name j

Surname j lazt_name j

E-Mailtiddiesses || E-Mail Address |
* | [

Wiew Rule Language... 0k, I Cancel Help

2" rule is to transform previously taken E-Mail-Address AD 4™ attribute on screenshot above and transform
it to Name ID “Email” format, required by EZOfficelnventory:

<NamelDFormat="urn:oasis:names:tc:SAML:1.1:nameidformat:emailAddress">sohaib@ezofficeinventory.c
om</NamelD>

Step Configuration
Choose Select “Transform an Incoming Claim”
Rule Type

Configure | Define name you wish, for example: “Transform email to NamelD”
Claim Rule | Select Active Directory as Attribute store
Configure attributes mapping as below:




Edit Rule - Transform email to NamelD | x|

Y'ou can configure thiz le ko map an incoming claim tepe to an outgoing claim ype. A2 an option, You can
alzo map an incaming claim value to an outgoing claim value, Specify the incoming claim type to map to the
outgoing claim bppe and whether the claim value should be mapped to a new claim walue.

Claim rule name;

ranzform email o MamelD

Fule template: Transfarm an Incoming Claim

|nzoming claim twpe: IE-M ail Addresz j
Incoming name [0 forrmat: ILIr.s,-:-ecified ;I
Dutgaing claim type: INamB D ;i
Dutgoing name (D forrmat: IEma“ j

£ Paszs through all claim values

" Replace anincoming claim value with a different outgoing claim value

[nizoming claim value: I

Dutgoing claim value:; I Browse, . |

" Replace incoming e-mail suffix claims with a news e-mail suffis

e e-rmail zuffis I

Ewample: tabrikanm, com

Wiew Rule Language... | 0F I Cancel Help

Verify how it works
1. Go to EzOfficelnventory Sign In page https://{{subdomain}}.ezofficeinventory.com/users/sign_in
2. Click Login with SAML button
Alternatively you can use this direct link to skip this step
https://{{subdomain}}.ezofficeinventory.com/users/auth/saml



https://subdomain.ezofficeinventory.com/users/auth/saml
https://subdomain.ezofficeinventory.com/users/sign_in

EZOffice SAML DEMO

Sign in
4 Login with Google Account
8" Login with Windows Live ID

El"l Login thru SAML

LoginID *

Password *

Stay Signed In

| Forgot your password? | Privacy Policy

Powered By : EZ0fficelnventory

| v

After this you will be redirected to your ADFS server which will perform authentication.

User name: | |

Password: | |

3. Enter your ADFS account user name and password
4. If authentication was successful, then you will be redirected back to EZOfficelnventory web-site and
work with it.

Troubleshooting
For troubleshooting please contact support@ezofficeinventory.com.



